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M2M to IoT ?
A Market Perspective
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Introduction
 The increasing interest in M2M and IoT solutions has

been driven by the potential large market and growth
opportunities.
 The global environmental sensor and monitoring
market, for example, was valued at $11.1 billion in
2010, and it has to reach to almost $15.3 billion by
2016.
 The global market for products created with remotely
sensed data is predicted to reach $12.4 billion by 2017
(BCC Research 2012)
 The global industrial automation market forecast to
reach more than $200 billion by 2015 (IMS Research
2013).
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Information marketplaces
 A key aspect to note between M2M and IoT is that the technology











used for these solutions may be very similar.
They may even use the same base components but the manner in
which the data is managed will be different.
In M2M the data shared is between two machines whereas in IoT
data is distributed among connected devices
In an M2M solution, data remains within strict boundaries. It is
used solely for the purpose that it was originally developed for.
With IoT, however, data may be used and reused for many
different purposes, perhaps beyond the original intended design,
thanks to web-based technologies.
Data can be shared between companies and value chains in
internal information marketplaces.
Alternatively, data could be publicly exchanged on a public
information marketplace.
These marketplaces are based on the exchange of data in order to
create information products.
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Some definitions : Global value chains

 A value chain describes the full range of activities that firms and workers









perform to bring a product from its conception(devising of plan) to end use and
beyond, including design, production, marketing, distribution, and support to
the final consumer.
A simplified value chain is illustrated in above Figure; it is comprised of five
separate activities that work together to create a finalized product.
These activities may be contained within a single firm or divided among
different firms (Global Value Chains 2011).
Analyzing an industry from a global value chain (GVC) perspective permits
understanding of the context of globalization on the activities contained within
them.
GVC analysis therefore provides a holistic view of global industries, both from
the top down and from the bottom up.
Within the context of the technology industries, GVC analysis is particularly
useful as such an analysis can help identify the boundaries between existing
industrial structures such as M2M solutions and emerging industrial structures,
as seen within the IoT market.
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Ecosystems vs. value chains
 Business Ecosystems, defined by James Moore (Moore

1996), refer to “an economic community supported by
a foundation of interacting organizations and
individuals”.
 The member organisations also include suppliers, lead
producers, competitors, and other stakeholders.
 Over time, they co-evolve their capabilities and roles,
and tend to align themselves with the directions set by
one or more central companies.
 Those companies holding leadership roles may change
over time, but the community values the function of
ecosystem leader because it enables members to move
toward shared visions to align their investments, and to
find mutually supportive roles.
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Ecosystems vs. value chains
 Many people discuss the IoT market as an “ecosystem,”

with
multiple
companies
establishing
loose
relationships with one another that then may “piggy
back” on larger companies in the ecosystem to deliver
products and services to end-users and customers.
 A value chain is associated with the creation of value.
 A value chain is a useful model to explain how markets
create value and how they evolve over time.
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M2M Value Chain

 Inputs: Inputs are the base raw ingredients that are turned into a product.










Examples could be cocoa beans for the manufacture of chocolate or data from
an M2M device that will be turned into a piece of information.
Production/Manufacture: Production/Manufacture refers to the process that
the raw inputs are put through to become part of a value chain.
For example, cocoa beans may be dried and separated before being transported
to overseas markets.
Data from an M2M solution, meanwhile, needs to be verified and tagged for
provenance.
Processing: Processing refers to the process whereby a product is prepared for
sale.
For example, cocoa beans may now be made into cocoa powder, ready for use in
chocolate bars.
For an M2M solution, this refers to the aggregation of multiple data sources to
create an information component -- something that is ready to be combined
with other data sets to make it useful for corporate decision-making.
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M2M Value Chain
 Packaging: Packaging refers to the process whereby a product can be branded








as would be recognizable to end-user consumers.
For example, a chocolate bar would now be ready to eat and have a red wrapper
with the words “KitKat” on it.
For M2M solutions, the data will have to be combined with other information
from internal corporate databases, for example, to see whether the data
received requires any action.
This data would be recognizable to the end-users that need to use the
information, either in the form of visualizations or an Excel spreadsheet.
Distribution/Marketing: This process refers to the channels to market for
products. For example, a chocolate bar may be sold at a supermarket, a kiosk, or
even online.
An M2M solution, however, will have produced an Information Product that can
be used to create new knowledge within a corporate environment -- examples
include more detailed scheduling of maintenance based on real-world
information or improved product design due to feedback from the M2M
solution.
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IoT Value Chain
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IoT Value Chain - Inputs
 Inputs: The first thing that is apparent for an IoT value

chain is that there are significantly more inputs than
for an M2M solution.
 Devices/Sensors: these are very similar to the M2M
solution devices and sensors, and may in fact be built
on the same technology.
 As we will see later, however, the manner in which the
data from these devices and sensors is used provides a
different and much broader marketplace than M2M
does.
 Open Data: Open data is an increasingly important
input to Information Value Chains. A broad definition of
open data defines it as: “A piece of data is open if
anyone is free to use, reuse, and redistribute it”.
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IoT Value Chain - Inputs
 OSS/BSS: The Operational Support Systems and Business

Support Systems of mobile operator networks are also
important inputs to information value chains, and are being
used increasingly in tightly closed information
marketplaces that allow operators to deliver services to
enterprises, for example, where phone usage data is already
owned by the company in question.
 Corporate Databases: Companies of a certain size
generally have multiple corporate databases covering
various functions, including supply chain management,
payroll, accounting, etc. ...
 Over the last decades, many of these databases within
corporations have been increasingly interconnected using
Internet Protocol (IP) technologies.
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IoT Value Chain – Production/Manufacture
 In the production and manufacturing processes for data in an IoT











solution, the raw inputs will undergo initial development into
information components and products.
Asset Information: Asset information may include data such as
temperature over time of container during transit or air quality
during a particular month.
Essentially, this relates to whatever the sensor/device has been
developed to monitor.
Open Data Sets: Open data sets may include maps, rail
timetables, or demographics about a certain area in a country or
city.
Network Information: Network information relates to
information such as GPS data, services accessed via the mobile
network, etc. ...
Corporate Information: Corporate information may be, for
example, the current state of demand for a particular product in
the supply chain at a particular moment in time.
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IoT Value Chain - Processing
 Processing: During the processing stage, data from

various sources is mixed together.
 At this point, the data from the various inputs from the
production and manufacture stage are combined
together to create information.
 This process involves the extensive use of data
analytics for M2M and IoT solutions
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IoT Value Chain - Packaging
 Packaging: After the data from various inputs has been








combined together, the packaging section of the information
value chain creates information components.
These components could be produced as charts or other
traditional methods of communicating information to end-users.
In addition, however, they could be fed into knowledge
management frameworks in order to create not just
visualizations of existing information, but to create new
knowledge for the enterprise in question.
Both the processing and packaging sections of the InformationDriven Global Value Chain (I-GVC) are where Information
Marketplaces will be developed.
At this point, data sets with appropriate data tagging and
traceability could be exchanged with other economic actors for
feeding into their own information product development
processes.
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Distribution/Marketing
 Distribution/Marketing: The final stage of the Information

Value Chain is the creation of an Information Product.
 A broad variety of such products may exist, but they fall into two
main categories:
Information products for improving internal decision-making
 These information products are the result of either detailed
information analysis that allows better decisions to be made
during various internal corporate processes, or they enable the
creation of previously unavailable knowledge about a company’s
products, strategy, or internal processes.
Information products for resale to other economic actors
 These information products have high value for other economic
actors and can be sold to them.
 For example, through an IoT solution, a company may have
market information about a certain area of town that another
entity might pay for (e.g. a real-estate company).
16

An emerging industrial structure for IoT
 M2M and IoT are about rapidly integrating data and workflows








that form the basis of the global economy at increasing speed and
precision.
In contrast to fixed broadband technologies, which are limited to
implementation in households mainly in the developed world,
mobile places consumer electronic goods into the hands of over 4
billion end-users across the globe, and connects billions of new
devices into the mobile broadband platform.
Concepts such as cloud computing, meanwhile, have the ability to
provide low cost access to computational capacity for these
billions of end-users via these mobile devices.
Combined, these two technologies create a platform that will
rapidly redefine the global economy.
A new form of value chain is actually emerging as a result -one driven by the creation of information, rather than
physical products.
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An emerging industrial structure for IoT
 System Integrators in the communications industries has increased over the











decades. For IoT, new sets of system integrator capacity are required for two
main reasons:
Technical: The factors driving the technical revolution of these industries
means that the complexity of the devices in question require massive amounts
of R&D; as do semiconductors with large amounts of functionality built into the
silicon.
Services will require multiple devices, sensors, and actuators from suppliers to
be integrated and exposed to developers.
Only those companies with sufficient scale to understand the huge number of
technologies well enough to integrate them fully on behalf of a customer can
handle this technical complexity.
While niche integrators will continue to exist, full solutions will be integrated
and managed by large companies, or partnerships between vendors.
Financial: Only those companies that are able to capture the added value
created in the emerging industrial structure will recoup enough money to
reinvest in the R&D required to participate in the systems integration market.
It is highly likely that the participants that do not capture part of the integration
market will be relegated to “lower” ends of the value chain, producing
components as input for other system integrators.
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An Information-Driven Global Value Chain
 There is in fact a new type of value chain emerging -

one where the data gathered from sensors and radio
frequency identification (RFID) is combined with
information from smartphones that directly identifies a
specific individual, their activities, their purchases, and
preferred method of communication.
 This information can be combined in any number of
ways to create tailored services of direct relevance to
the individual or corporation in question.
 Search queries can be localized based on where a
person is, and advertising can be targeted directly to
the end-user in question based on personalized
information about their age, level of education,
employment, and tastes
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An Information-Driven Global Value Chain
 Information about individuals is now captured, stored, processed, and









reused across many different systems that sit on top of the mobile
broadband platform.
This data has always existed, but with the increasingly low cost of
computing capacity in the form of cloud computing platforms, it is now
cheap enough to store this data for an extremely long length of time.
It is now possible, therefore, for information about individuals and
digital systems to be packaged, bundled, and exchanged between
economic entities with an ease that has previously been impossible.
Value is no longer solely measured through “value-in-use” or “value-inexchange,” but there is now also a “value-in-reuse,” specifically because
the commodity, data, is not consumed within the processes of
production as with previous generations of commodity creation.
Actors that perform this data collection, storage, and processing are
forming the basis of what may be viewed as an Information-Driven
Global Value Chain (I-GVC), a value chain where the product is
information itself.
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An Information-Driven Value Chain for
Retail

21

The information-driven global value chain
 There are five fundamental roles within the I-GVC that

companies and other actors are forming around.
 Inputs
❖ Sensors, RFID, and other devices.
❖ End-Users.

 Data Factories.
 Service Providers/Data Wholesalers.
 Intermediaries.
 Resellers.

22

The information-driven global value chain
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The information-driven global value chain
 There are two main inputs into the I-GVC:
❖ Sensors and other devices (e.g. RFID and NFC)
❖ End-users
 Both of these information sources input tiny amounts

of data into the I-GVC chain, which are then aggregated,
analysed, repackaged, and exchanged between the
different economic actors that form the value chain.
 As a result, sensor devices and networks, RFIDs, mobile
and consumer devices, Wi-Fi hotspots, and end-users
all form part of a network of “subcontractors” in the
value chain, all contributing to the increased value of
the information products.
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Sensors and radio frequency identification
 Sensors and RFID are already found in a multitude of different










applications worldwide, helping to smooth supply and demand in
various supply chains worldwide and gathering climate and other
localized data that is then transmitted back to a centralized information
processing system.
These devices are working as inputs to the I-GVC through the capture
and transmission of data necessary for the development of information
products.
Smartphones have also been developed that allow mobile devices to
interact with sensors and RFID. This allows for a two-way interaction
between a mobile terminal and the sensor technology.
The data exchanged between the actuator and a mobile terminal may
not be readily understood or even useful for the device in question.
The data, however, is used as one part of the input to the commodity
chain, which uses it to create the information products that are
eventually exchanged.
In this sense, the sensor networks, and NFC and RFID technologies may
be viewed as subcontractors to the I-GVC, workers that constantly gather
data for further processing and sale.
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End-users


The second main inputs to the I-GVC are the end-users.



Due to the convergence of the computing and mobile broadband platforms, end-users are no longer
passive participants in the digital economy, with a role only to purchase those physical products that
companies develop and market to them.



End-users that choose to use and participate within the digital world are now deeply embedded into
the very process of production.



Every human that enters a search query into a search engine, every human that agrees to allow the
mobile broadband platform to inform a service of their location, every human that uses NFC to allow a
bank to establish and confirm their identity are also functioning as subcontractors to the global
information systems that form the basis of the I-GVC.



In fact, the creation of the I-GVC would not be possible without the contribution of many millions of
individuals worldwide.



This is perhaps the most unique aspect of the I-GVC - there is no national boundary for the
contribution of humans to the I-GVC, the data about individuals can be collected from any person in
any language, in almost any data format.



Each individual’s data can be treated as unique within this value chain; in fact, it is the ability to
capture the uniqueness of every person that is a key aspect of the I-GVC in comparison to the other
commodity chains that are at work within the global economy.



Every person worldwide that has to use digital technologies to do their banking, their taxes, their
information searches, and to communicate with friends and colleagues, are constantly working on
behalf of the I-GVC, contributing their individual profile data and knowledge to the value chain.



In the same manner as the actuators constantly gather localized data, humans are now contributing to
the development of information products within the I-GVC nearly 24 hours a day.
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Data Factories
 Data factories are those entities that produce data in digital










forms for use in other parts of the I-GVC.
Many of these companies existed in the pre-digital era; for
example, Ordnance Survey (OS) in the UK has always collected
map information from the field, and collated and produced maps
for purchase.
Previously, such data factories would create paper-based
products and sell them to end-users via retailers.
With the move to the digital era, however, these companies now
also provide this data via digital means; for example, OS now
makes maps and associated data available in digital format.
Essentially, its business model has not changed significantly it
still produces maps but its means of delivery of products has
changed.
Moreover, its products can now be combined, reused, and
bundled together with other products by actors in the
commodity chain as the foundation of other services
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Service providers/data wholesalers
 Service Providers and Data wholesalers are those entities

that collect data from various sources worldwide, and
through the creation of massive databases, use it to either
improve their own information products or sell information
products in various forms.
 Many examples exist; several well-known ones are Twitter,
Facebook, Google, etc.... Google “sells” its data assets
through the development of extremely accurate, targeted,
search-based advertising mechanisms that it is able to sell
to companies wishing to reach a particular market.
 Twitter, meanwhile, through collating streams of “Tweets”
from people worldwide, is able to collate customer
sentiment about different products and world events, from
service at a restaurant to election processes across the
globe; through what Twitter refers to as a “data hose,”
companies and developers can access 50% of end-user
Tweets for $360,000 USD per annum
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Intermediaries
 In the emerging industrial structure of the I-GVC, there is a

need for intermediaries that handle several aspects of the
production of information products.
 As mentioned above, there are many privacy and regional
issues associated with the collection of personal
information.
 In Europe, the manner in which Facebook collects and uses
the data of the individuals that participate in its service may
actually be in contravention of European privacy law.
 The development of databases such as the ones created by
Google, Facebook, and Twitter may therefore require the
creation of entities that are able to “anonymise” data
sufficiently to protect individuals’ privacy rights in relevant
regional settings.
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Intermediaries
 These corporations will provide protection for the

consumer that their data is being used in an
appropriate manner, i.e. the manner in which the
consumer has approved its usage.
 For example, I may happily share my personalized
information about my tastes with a clothing company
or music store in order to receive better service, while I
may not be happy for my credit rating or tax data to be
shared freely with different companies.
 I would therefore allow an intermediary to act on my
behalf, tagging the relevant information in some form
to ensure that it was not used in a manner that I had
not previously agreed to.
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Intermediaries
 The amount of data that is being produced is also problematic - Even











with cloud computing, it is difficult to process the amounts of data
produced in the I-GVC.
The different types of information products that are to be produced are
only of interest to certain types of companies - for example the
marketing division of a company may be interested to understand
customer sentiment about a particular product within a certain age
group.
Another company may want to understand what searches are being
performed in their local area, while a local authority may wish to use
sensor data to obtain real-time data about pollution from local factories.
The type of data and style of analysis for each of these information
products is fundamentally different, and each requires unique skills - it
is highly improbable that one company will be able to handle all of these
types of data in one place.
It is therefore more likely that different companies, intermediaries, will
develop that target their information products to different niche
markets.
These companies will be able to focus on certain datasets and become
specialists within that particular information product field.
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Resellers
 Resellers are those entities that combine inputs from several








different intermediaries, combine it together, analyze, and sell it
to either end-users or to corporate entities.
These resellers are currently rather limited in terms of the data
that they are able to easily access via the converged
communications platform, but they are indicative of the types of
corporate entities that are forming within this space.
One example is BlueKai, which tracks the online shopping
behavior of Internet users and mines the data gathered for
“purchasing intent” in order to allow advertisers to target buyers
more accurately.
BlueKai combines data from several sources, including Amazon,
Ebay, and Alibaba.
Through this data, it is able to identify regional trends, helping
companies to identify not just which consumer group to target
their goods to, but also which part of the country.
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M2M to IoT – An Architectural
Overview

33

Building an architecture
 The term “architecture” has many interpretations.
 Architecture refers to the description of the main conceptual










elements, the actual elements of a target system, how they relate
to each other, and principles for the design of the architecture.
A conceptual element refers to an intended function, a piece of
data, or a service.
An actual element, meanwhile, refers to a technology building
block or a protocol.
The term “reference architecture” relates to a generalized model
that contains the richest set of elements and relations that are of
relevance to the domain “Internet of Things.”
When looking at solving a particular problem or designing a
target application, the reference architecture is to be used as an
aid to design an applied architecture, i.e. an instance created out
of a subset of the reference architecture.
The applied architecture is then the blueprint used to develop
the actual system solution.
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From a reference architecture to a system
solution

 When creating a model for the reference architecture, one needs to

establish overall objectives for the architecture as well as design
principles that come from understanding some of the desired major
features of the resulting system solution.
 For instance, an overall objective might be to decouple application logic
from communication mechanisms, and typical design principles might
then be to design for protocol interoperability and to design for
encapsulated service descriptions.
 These objectives and principles have to be derived from a deeper
understanding of the actual problem domain, and is typically done by
identifying recurring problems or type solutions, and thus by that,
extracting common design patterns.
 The problem domain establishes the foundation for the subsequent
solutions.
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Problem and Solution domain partitioning
 It is common to partition the architecture work and

solution work into two domains, each focusing on
specific issues of relevance at the different levels of
abstraction.
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Problem and Solution domain partitioning
 The top level of the triangle is referred to here as the

“problem domain” (“domain model” in software
engineering).
 The problem domain is about understanding the
applications of interest, for example, developed
through scenario building and use case analysis in
order to derive requirements.
 In addition, constraints are typically identified as well.
These constraints can be technical, like limited power
availability in wireless sensor nodes, or non-technical,
like constraints coming from legislation or business.
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Problem and Solution domain partitioning
 The lower level is referred to as the solution domain.
 This

is where design objectives and principles are
established, conceptual views are refined, required
functions are identified, and where logical partitions of
functionality and information are described.
 Often this is where a logical architecture is defined, or
network architecture in the form of a network topology
diagram is produced.
 It is also common to identify suitable technology
components such as operating systems and protocols or
protocol stacks at this level.
 The actual system solution is finally captured by a system
design that typically results in actual software and
hardware components, as well as information on how these
are to be configured, deployed, and provisioned.
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Design Principles and needed capabilities
 Three primary sources have been identified for creating architectures or

reference model for IoT and M2M.

❖ SENSEI (2013)
❖ ETSI (European Telecommunications Standards Institute) in their Technical

Committee (TC)
❖ IoT-A (2013)

 The approach taken in SENSEI was to develop an architecture and

technology building blocks that enable a “Real World integration in a
future Internet.”
 Key features include the definition of a real world services interface and
the integration of numerous Wireless Sensor and Actuator Network
deployments into a common services infrastructure on a global scale.
 The service infrastructure provides a set of services that are common to
a vast range of application services and is separated from any
underlying communication network for which the only assumption
made was that it should be based on Internet Protocol (IP).
 The architecture relies on the separation of resources providing sensing
and actuation from the actual devices, a set of contextual and real world
entity-centric services, and the users of the services.
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ETSI in their Technical Committee (TC)
 The telecommunications industry, meanwhile, has

focused on defining a common service core for
supporting various M2M applications, and that is
agnostic to underlying networks in ETSI TC M2M.
 The approach taken has been to analyze a set of M2M
use cases, derive a set of M2M service requirements,
and then to specify an architecture as well as a set of
supporting system interfaces.
 Similar to SENSEI, there was a clear approach towards
a horizontal system with separation of devices,
gateways, communications networks, and the creation
of a common service core and a set of applications, all
separated by defined reference points.
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IoT-A (Internet of Things-Architecture)
 Finally, the approach taken in IoT-A differs from the other

two approaches in the sense that instead of defining a single
architecture, a reference architecture is created, captured in
what the IoT-A refers to as the Architectural Reference
Model (ARM).
 The vision of IoT-A is, via the ARM, to establish a means to
achieve a high degree of interoperability between different
IoT solutions at the different system levels of
communication, service, and information.
 IoT-A provides a set of different architectural views,
establishes a proposed terminology and a set of Unified
Requirements (IoT-A UNI 2013).
 Furthermore, IoT-A proposes a methodology for how to
arrive at a concrete architecture based on use cases and
requirements.
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Comparison of these different approaches
 Comparing these different approaches, a common

feature is the focus on a horizontal system approach.
There is a clear separation of the underlying
communication networks and related technologies
from capabilities that enable services.
 There is a clear desire to define uniform interfaces
towards the devices that provide sensing and
actuation, including abstraction of services the devices
provide.
 There is also a clear desire to separate logic that is
highly application-specific from logic that is common
across a large set of applications.
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Design Principles-Design for reuse of
deployed IoT resources
 Design for reuse of deployed IoT resources across

application domains.
 Deployed IoT resources shall be able to be used in a
vast range of different applications.
 This implies that devices shall be made application
independent and that the basic and atomic services
they expose in terms of sensing and actuation shall be
done in a (to the greatest extent possible) uniform way.
 A system design will benefit from providing an
abstracted view of these basic underlying services that
also are decoupled from the devices that provide the
services.
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Design for a set of support services
 Design for a set of support services that provide open service-









oriented capabilities and can be used for application
development and execution.
What we already have seen in the service layer-oriented M2M
standardization in ETSI M2M is the definition of a set of common
application independent service capabilities.
These support services shall in general cater to the typical
environment of a stakeholder where IoT applications are to be
built, such as an open environment, and shall in particular
provide support for a few key service capabilities that are central
from an IoT perspective.
The open environment of IoT will, for instance, require
mechanisms for authorized usage of services and resources,
authentication, and associated identity management.
Furthermore, well-defined service interfaces and application
programming interfaces (APIs) are required to facilitate
application development, as are the appropriate Software
Development Kits (SDK).
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Design for different abstraction levels

 Design for different abstraction levels that hide underlying complexities

and heterogeneities.
 As we have already seen, typical IoT solutions can involve a large number of

different devices and associated sensor modalities, and involve a large set of
different actors providing services and information that need to be
composed and accessed with different levels of aggregation.
 A system design will greatly benefit from providing the necessary

abstractions both of underlying technologies, data and
representation, as well as granularity of information and services.

service

 This will ease the burden of both system integrators and application

developers.
 Again, hiding device-side technologies and providing simple abstractions of

the sensing and actuation services is one aspect.
 Another is the means to perform aggregation of information or knowledge

representation.
 A third, as already discussed, is the requirement to have appropriate

knowledge management tools and a means to compose complex services as
well as decomposition of complex queries and tasks down to individual and
atomic actuation tasks.
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Design for sensing and actors taking on
different roles
 Design for sensing and actors taking on different roles of

providing and using services across different business
domains and value chains.
 There are different levels of openness of the business
context in which IoT solutions are deployed and running.
 IoT solutions can be run across a set of departments within
an enterprise, or across a set of enterprises in a value
system, or even be provided in a truly open environment.
 The business contexts can then be viewed as no market
(entirely intraorganizational), as closed markets (finite and
predetermined set of business actors in a specific value
system or value chain), or as open markets (undefined and
open-ended number of participants)
46

Design for sensing and actors taking on
different roles














In these different setups there are varying degrees of needed capabilities that address the
multi stakeholder perspective.
The first thing that needs to be provided is a set of mechanisms that ensure security and
trust.
Trust and identity management that refer to the different stakeholders is a fundamental
requirement.
Authentication and authorization of access to use services as well as to be able to provide
services is then a second requirement.
The third requirement is the capability to be able to do auditing and to provide
accountability so that stakeholders can enforce liability if the need occurs.
The next fundamental requirement is to ensure interoperability.
This is needed at different levels across the interaction points between the stake holders.
Primary examples are to ensure data and information interoperability to connect business
processes across organizational and administrative boundaries.
As an IoT market can involve everything from trading individual sensor data to aggregated
insights and knowledge, compensation and billing mechanisms are needed that can
operate on the micro level as well as on more traditional macro levels.
An open market environment also calls for means to publish or advertise services, as well
as a means for finding services.
These different main requirements also provide opportunities for new market roles, such
as aggregator roles, broker roles, and clearing houses, all well known in other existing
markets.
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Design for ensuring trust, security, and
privacy
 Design for ensuring trust, security, and privacy.
 Trust within IoT often implies reliability, which can be both ensuring










the availability of services as well as how dependable the services are,
and that data is only used for the purposes the end-user has agreed to.
One important aspect of dependability is the accuracy of data or
information, as you can have multiple sources of IoT data.
Concepts like Quality of Information become important, especially
considering that a piece of information can very well be accurate
enough for one application, but not for another.
As has been already mentioned, security and privacy are potential
barriers for IoT adoption and represent key areas to address when
building solutions.
Privacy needs to be ensured by, for example, anonymization of data,
seeing that profiling of individuals is not easily done or even made
undoable.
Still, it is foreseen that authorities and agencies will require support to
get access to data and information for the purpose of national security
or public safety.
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Design for scalability, performance, and
effectiveness
 Design for scalability, performance, and effectiveness.
 IoT deployments will happen on a global scale and are







foreseen to involve billions of deployed nodes.
Sensor data will be provided with a wide range of different
characteristics.
Data may be very infrequent (e.g. alarms or detected
abnormal events), or may be coming as real-time data
streams, all dependent on the type of data needed or based
on application needs.
Scalability aspects of importance include the large number
of devices and amounts of data produced that needs to be
processed or stored.
Performance includes consideration of mission-critical
applications such as Supervisory Control And Data
Acquisition (SCADA) systems with extreme requirements
on latency
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Design for evolvability, heterogeneity, and
simplicity of integration
 Design for evolvability, heterogeneity, and simplicity of









integration.
Technology is constantly changing, and given the nature of
IoT deployments where devices and sensor nodes are
expected to be operational and in the field for many years.
Sometimes with lifecycles of over 15 years (e.g. smart
meters), IoT solutions must be able to withstand and cater
to introduction and use of new technologies as well as
handling of legacy deployments.
Handling heterogeneity is also important since especially
device oriented technologies used across industries are
very different.
Means to integrate legacy devices using many different
protocols becomes a necessity, and gateways of different
types and with different capabilities will be essential to
expose capabilities of legacy devices in a uniform manner.
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Design for simplicity of management
 Design for simplicity of management.
 Again going back to one of the potential barriers for

IoT adaptation, simplicity of management is an
important capability that needs to be properly taken
care of when designing IoT solutions.
 Autoconfiguration and autoprovisioning are key and
well-known means that can ease deployment of IoT
devices, and are also very important to lower operating
expenditures (OPEX).
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Design for
models

different

service

delivery

 Design for different service delivery models.
 We already know about the clear trends to move from

product offerings to a more combined product and
service offering in a number of industries, for instance,
connected vehicles, and Software as a Service (SaaS) as
a delivery model.
 IoT with the wide span of possible applications clearly
benefit from elasticity in deployment of solutions, all to
meet the long-tail aspect.
 Cloud and virtualization technologies play a key
enabler role in delivering future IoT services.
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Design for lifecycle support
 Design for lifecycle support.
 The lifecycle phases are: planning, development,

deployment, and execution.
 Management aspects include deployment efficiency,
design time tools, and run-time management.
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Functional layers and capabilities of an IoT
solution
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Functional layers and capabilities of an IoT
solution
 When it comes to IoT, there is today not a single widely

accepted view of what a typical IoT solution looks like.
 Attempting to produce a single architecture
consequently results in a number of optional and
conditional requirements, all depending on the
particular problem at hand or application in focus.
 Nevertheless, the identified key features that are
needed when building an M2M or IoT solution can now
be put together into a larger context by proposing a
single view of the main functional capabilities.
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Asset Layer
 At the lowest level is the Asset Layer.
 It does not provide any functionality within a target

solution, but represents the main reason for any IoT
application.
 The assets of interest are the real world objects and entities
that are subject to being monitored and controlled, as well
as having digital representations and identities.
 The typical examples include vehicles and machinery, fixed
infrastructures such as buildings and utility systems,
homes, and people themselves.
 Assets are instrumented with embedded technologies that
bridge the digital realm with the physical world, and that
provide the capabilities to monitor and control the assets as
well as providing identities to the assets.
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Communication Layer
 The purpose of the Communication Layer is to provide the means for











connectivity between the resources on one end and the different computing
infrastructures that host and execute service support logic and application logic
on the other end.
Different types of networks realize the connectivity, and it is customary to
differentiate between the notion of a Local Area Network (LAN) and a Wide
Area Network (WAN).
WANs can be realized by different wired or wireless technologies, for instance,
fiber or Digital Subscriber Line (DSL) for the former, and cellular mobile
networks, satellite, or microwave links for the latter.
LANs use both wired and wireless technologies. Prime examples of LANs
include Wireless Personal Area Networks (WPANs; also known as Body Area
Networks, BANs) for fitness or healthcare applications, Home or Building Area
Networks (HANs and BANs, respectively) used in automation and control
applications, and Neighborhood Area Networks (NANs), which are used in the
Distribution Grid of a Smart Electricity Grid.
Communication can also be used in more ad hoc scenarios. Vehicle-to-Vehicle
(V2V) is one example that can target safety applications like collision avoidance
or car platooning.
Wireless LAN networking technologies include the (IEEE 802.11 2013) and
(IEEE 802.15.4 2013) families, as well as (Bluetooth 2013), which has a recent
protocol addition called (Bluetooth Low Energy 2013) that targets typical IoT
applications.
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Service Support Layer
 IoT applications benefit from simplification by relying on support services that

perform common and routine tasks.
 These support services are provided by the Service Support Layer and are

typically executing in data centers or server farms inside organizations or in a
cloud environment.
 These support services can provide uniform handling of the underlying devices

and networks, thus hiding complexities in the communications and resource
layers.
 Examples include remote device management that can do remote software

upgrades, remote diagnostics or recovery.
 Communication-related functions include selection of communication channels

if different networks can be used in parallel, for example, for reliability
purposes.
 Location Based Service (LBS) capabilities and various Geographic Information

System (GIS) services are also important for many IoT applications.


In general, data storage for anything from raw data to knowledge
representations, and processing capabilities such as data and event capture,
filtering, and stream processing are different core common services for many
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IoT applications.

Data and Information Layer
 Where the Resource, Communication, and Service Support layers have concrete

realizations in terms of devices and tags, networks and network nodes, and
computer servers, the Data and Information Layer provides a more abstract set
of functions as its main purposes are to capture knowledge and provide
advanced control logic support.
 Key concepts here include data and information models and knowledge

representation in general, and the focus is on the organization of information.
 We refer to a Knowledge Management Framework (KMF) as a collective term to

include data, information, domain-specific knowledge, actionable services
descriptions as, for example, represented by single actuators or more complex
composite sensing and actuation services, service descriptors, rules, process or
workflow descriptions, etc.
 The KMF needs to integrate anything from single pieces of data from individual

sensors to highly domain-specific expert knowledge into a common knowledge
fabric.
 Knowledge is highly dynamic, and different techniques are used to capture

knowledge as insights, as well as consume knowledge to learn, draw
conclusions, propose or even make decisions based on past experiences, current
knowledge, and predicted outcomes of59certain actions.

The Application Layer
 The Application Layer in turn provides the specific IoT

applications.
 There is an open-ended array of different applications,
and typical examples include smart metering in the
Smart Grid, vehicle tracking, building automation, or
participatory sensing (PS).
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Business Layer
 The final layer in our architecture outline is the Business Layer, which








focuses on supporting the core business or operations of any enterprise,
organization, or individual that is interested in IoT applications.
This is where any integration of the IoT applications into business
processes and enterprise systems takes place.
The enterprise systems can, for example, be Customer Relationship
Management (CRM), Enterprise Resource Planning (ERP), or other
Business Support Systems (BSS).
The business layer also provides exposure to APIs for third parties to
get access to data and information, and can also contain support for
direct access to applications by human users; for instance, city portal
services for citizens in a smart city context, or providing necessary data
visualizations to the human workforce in a particular enterprise.
The business layer relies on IoT applications as one set of enablers out
of many (e.g. field force automation), and takes care of necessary
orchestration and composition to support a business process workflow.
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Management
 Management,

as the name implies, deals with
management of various parts of the system solution
related to its operation, maintenance, administration,
and provisioning.
 This includes management of devices, communications
networks, and the general Information Technology (IT)
infrastructure as well as configuration and
provisioning data, performance of services delivered,
etc
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Security
 Security

is about protection of the system, its
information and services, from external threats or any
other harm.
 Security measures are usually required across all
layers, for instance, providing communication security
and information security.
 Trust and identity management, and authentication
and authorization, are key capabilities.
 From an IoT perspective, management of privacy via,
for example, anonymization, is in many instances a
specific requirement.
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Data and Services
 The final functional group of our outlined architecture is

denoted Data and Services. Data and Service processing can,
from a topological perspective, be done in a very distributed
fashion and at different levels of complexity.
 Basic event filtering and simpler aggregation, such as data
averaging, can take place in individual sensor nodes in
WSANs, contextual metadata such as location and temporal
information can be added to sensor readings, and further
aggregation can take place higher up in the network
topology.
 More advanced processing is, for instance, data mining and
data analytics that can be done in near real-time.
 This functional group thus represents the vertical flow of
data into knowledge, the abstraction of data and services in
different levels, and the process steps of extracting
knowledge.
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Standards Considerations
 Standardization

around M2M and IoT is rather
complex and multidimensional
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Standards Considerations
 The primary objective of any technology oriented standardization activity is to








provide a set of agreed-upon specifications that typically address issues like
achieving interoperability in a market with many actors and suppliers.
The first consideration is that standards are developed across a number of
different industries.
There are a number of standardization organizations and bodies, both proper
Standards Development Organizations (SDO) as well as special interest groups
and alliances that develop standards specifications.
Different national and international bodies ratify standards by SDOs, whereas
standard specifications developed by special interest groups and alliances are
normally agreed-upon and adopted by market actors such as technology
manufacturers.
Examples of international SDOs are the International Telecommunications
Union (ITU) and the International Organization for Standardization (ISO),
whereas the European Telecommunications Standards Institute (ETSI) and the
European Committee for Electrotechnical Standardization (CENELEC) are
examples of regional SDOs. Other independent international standardization
organizations include the World Wide Web Consortium (W3C) and the Internet
Engineering Task Force (IETF).
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Standards Considerations
 From an M2M and IoT perspective, one can make a

distinction between standards developed within the
Information and Communications Technology (ICT)
industry, and standards that are developed within a
specific industry segment, such as the Health,
Transportation, or Electricity industry segments.
 The ICT industry develops technologies that are
targeting use in different other industry segments, and
the applied IoT industry segments make use of the ICT
standards to varying degrees in developing their
standards.
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Standards Considerations
 The second consideration is that some standardization activities

define entire systems or parts of systems, and other standards
organizations target development of specific pieces of
technologies, for instance, specific protocols.
 System standards can address a 3G mobile communication
network as defined within the 3rd Generation Partnership
Project (3GPP) or standards towards the Smart Grid as done by
the National Institute of Standards and Technology (NIST).
 Organizations like the IETF, on the other hand, focus on
developing the protocol suite of the Internet without any effort to
specify a system standard beyond what is already in existence in
a few key IETF Request For Comments (RFC) such as RFC1958,
establishing the Architectural Principles of the Internet.
 The natural observation is that system standards rely on the
enabling technology components as the foundation, but as there
generally are many competing technology components (e.g.
protocol stacks), the adoption into a system standard is not a
straightforward route.
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Standards Considerations
 The third and final consideration is about the lifecycle process of








standards.
Many times, standards are emerging as a result of collaborative research
involving both academia and industry. In other situations, technology
selection for standardization can happen as part of regulatory or
legislative processes.
Within the European Union, the European Commission has issued so
called Mandates that can have a direct impact on the choice of
technology, which hence precedes any subsequent standardization
activity.
An example of this is the European Mandate M490 (EC M490 2011) on
the Smart Grid that was issued by the European Commission to the
European Standardization Organizations to come together to develop
and update a set of consistent standards within a common European
framework that integrates various ICT and electrical architectures and
processes to achieve interoperability for the European Smart Grid.
As a conclusion, technology selection does not only happen in the
process of standardization.
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